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UNDERSTANDING DATA PROTECTION
IN MICROSOFT OFFICE 365

Microsoft protects the data its subscribers generate  Each online service, be it Exchange Online,

on Office 365 in a few different ways. The size and SharePoint Online or OneDrive for Business, has
scale of the Microsoft Office 365 platform provides different retention policies which the subscriber
redundancy and high-availability. This means that can set for data which is archived, or data which has
for each piece of data a subscriber saves on Office been deleted.

365, multiple copies are replicated to alternate

data stores across multiple data centres. This data Although redundancy, high-availability and
protection solution ensures a subscriber’s data retention policies do protect subscriber data

is protected from environmental threats such as from unplanned incidents such as environmental
hardware or software failure, natural disasters factors and human error, the standard Microsoft
and power outages which could put the integrity data protection offering on Office 365 does not
and availability of data hosted on the Office 365 cover all the bases. If an organisation relies on
platform in jeopardy. these measures exclusively, there is a real risk of

data loss. The data retention feature on Office
In addition to mitigating environmental threats and 365 is not a substitute for a comprehensive data
ensuring high-availability, Office 365 also protects backup solution.
data through retention policies.

WHAT DOES MICROSOFT BACK UP?
Microsoft Office 365 Retention Policies

1 Week 1 Month 1 Year 2 Years 5 Years
le le le 0N 0O
A4 A4 A4 A4 A 4
Inbox or folder data In Office 365

Deleted items (recycle bin) In Office 365 Permanently deleted

Auto-archived data (setat1 month) [RILKOIIII=RCISE

Junk emails In Office 365 Permanently deleted

Employee leaves the company In Office 365 Permanently deleted

Office 365 backup and retention policies are not intended to be a complete backup solution. Retention policies are always
evolving and tend to be complicated to manage and monitor.
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Hybrid cloud deployments offer a host of great
business benefits such as business continuity, an
enhanced ability to innovate and scalability.

By having the choice to deploy workloads

to the cloud, or keep them on-premise,
organisations gain the flexibility they need to
make technical decisions which improve their
efficiency, increase their ROl and enhance their
agility. However, managing a hybrid cloud
environment does come with added complexity
which raises the risk of possible data loss.

Microsoft Office 365 gives organisations the
ability to run a hybrid cloud environment where
they can blend Office 365 online services
with on-premise Microsoft applications like
Microsoft Exchange. There are many reasons
an organisation may choose a hybrid-cloud
deployment. It may be a transitional phase
as part of a cloud migration project, or it may
be a strategic choice to keep certain data
on-premise while offloading other data to
Office 365. Whatever the reason, data in both
environments needs to be protected from
possible loss.

If an organisation is using an on-premise
solution to protect its on-premise data, while
utilising Microsoft’s Office 365 data retention
feature to provide some protection to its cloud-
based data, the organisation is at a risk of data
loss.

At the very least its cloud-based data is at risk
due to the weakness of data retention as a data
protection solution. In addition, the fact that
multiple solutions are being used to protect a
single dataset could lead to issues in protection
disparity where some data could fall between
the gaps and remain unprotected.
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PROTECTING OFFICE 365 DATA WITH VEEAM

The fact is, Microsoft does not offer a Veeam Backup for Microsoft Office 365
comprehensive backup of your Office 365 gives organisations the ability to protect
data. As there is no independent copy of their Office 365 data from accidental
data that can be restored if the original deletion, security threats and retention
source data is unavailable, Office 365 policy gaps, quickly restore individual
subscribers run the risk of possible data Office 365 items, and meet legal and
loss either through human error, security compliance requirements with efficient
breach or retention policy misconfiguration. eDiscovery of Office 365 backup archives.
In addition, Microsoft Office 365’s data
retention policy features are not well- Furthermore, Veeam Backup for Microsoft
suited to protect hybrid cloud environments Office 365 allows organisations to
and may not provide the level of archiving  effectively protect their data across
needed for organisations to meet a hybrid cloud environment. With
legislative or compliance requirements. Veeam Backup for Microsoft Office 365,
To adequately protect data on Office 365 organisations have the ability to seamlessly
organisations must invest in a solution migrate mailbox data between Office 365
which has the comprehensive features they and on-premise Exchange. They also have
need to protect their critical cloud-based the option of enabling the creation of
information. consistent backups of Office 365 archives to
streamline eDiscovery and mailbox item-
level restores.

WHAT DOES VEEAM BACK UP?
Veeam Backup for Office 365 Retention Policies

1 Week 1 Month 1Year 2 Years 5Years
Fa le le 0 Fa
- - A4 A4 -y

Inbox or folder data Backed up with Veeam

Deleted items (recycle bin) Backed up with Veeam

Auto-archived data (set at 1 month) RIS RUsRWII (RYLLET o))

Junk emails Backed up with Veeam

Employee leaves the company  [EEIS IRV R RY=TETy)

Veeam Backup for Microsoft Office 365 protects ALL of your Exchange Online email and stores this data in one location,
making recovery fast, easy and reliable.
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ABOUT TASMANET

TasmaNet is a leading digital service provider specialising in world class
IT hosting infrastructure and telecommunication services. Established in
2004 they provide world-leading managed network services, Internet, co-
location services, hosting & storage, disaster recovery, backups and cloud
solutions.

TasmaNet is considered the benchmark for clever, innovative solutions
and a customer-focused approach. Their success and strategic directions
have enabled them to form strong partnerships with major global
‘players’ in cloud services, hosting infrastructure and networks.

As a Veeam partner, TasmaNet is proud to offer organisations solutions
built on Veeam'’s award winning platform. Acknowledged as the global
leader in Availability across multi-cloud environments, Veeam solutions
can help organisations transition to Intelligent Data Management for the
Hyper-Available enterprise.

READY TO BACK UP YOUR OFFICE 365?

Call us on 1300 792 711 to get started.
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