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Flexible and dependable high-level threat protection across your business network

Contact your TasmaNet Account Manager or

sales@tasmanet.com.au | 1300792711
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Firewall
as-3-Service

= TasmaNet Firewall-as-a-Service protects

your entire network and every user.

TasmaNet Firewall-as-a-Service (FWaaS) is a genuine
next generation firewall service, deploying integrated
capability like intrusion prevention, web content
filtering, application control, anti-virus and anti-
malware threat protection to combat the increasingly
complex security challenges every business faces.

All your network and cloud traffic passes through a
central firewall, allowing you to configure and apply
a unified security policy without needing to manage
updates and align firewall settings at each location.
Inbuilt VPN capability connects all users securely,
reducing your attack footprint.

Monitor, Manage, and Report

Event-based alerting monitors active security threats,
while powerful reporting can be scheduled in line
with organisational and compliance requirements.

TasmaNet FWaaS rapidly scales to handle the traffic
inspection workload required by your business and
extends consistent high-level threat protection as you
add new sites and users.

Cost Effective Security Solution

Save money by eliminating the need to purchase
and maintain your own hardware at every location,
freeing up your IT team to focus on other priorities.

Our subscription pricing model means you only pay
for the capacity your business needs and makes
forecasting operational expenditure easy.

TasmaNet partners with Fortinet, recognised as a
Leader in the 2018 Gartner Enterprise Firewall Magic
Quadrant, to deliver world class Firewall-as-a-Service.
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Product Overview

TasmaNet Firewall-as-a-Service offers
comprehensive network protection and secure
traffic monitoring for businesses of all sizes.

MEDIUM LARGE

NEXT GENERATION SECURITY
Constantly updated defences protect
your business network in a complex
and changing security environment.

ENTERPRISE GRADE MADE EASY
%%\ Delivers dependable high-level threat
E protection without high specialist
IT personnel or hardware costs.

PREDICTABLE PRICING

Our scalable subscription model
means you pay only for the protection
and bandwidth your business needs.

Analyse threats and monitor compliance
with the one-stop management portal
and adaptable reporting capability.

|I MONITORING & REPORTING

EXPERT REASSURANCE

@ We partner with global security expert
Fortinet, named a Leader in the 2018
Gartner Enterprise Firewall Magic Quadrant.

Contact your TasmaNet Account Manager or
sales@tasmanet.com.au

1300792 711 | www.tasmanet.com.au
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7 TasmaNet Firewall-as-a-Service

> High Availability Performance
TasmaNet FWaaS operates on high performance

infrastructure, offering the reassurance of 99.9%
uptime, supported by our Australian service desk.

> Fully Featured Next-Generation Security

TasmaNet FWaa$S is much more than a traditional
firewall. Our next generation solution integrates a suite
of security functions to protect your business network,
users, and devices from complex and changing threats.

Application Control

Allow, deny, or restrict access to applications
to improve security and enforce your
acceptable use policy.

~> Scalable Pricing

Our subscription pricing gives you control over your
business security spending. Pricing scales according to
bandwidth and security logging data consumption.

> Flexible Configuration Options

Security features can be configured to meet your
business requirements and budget. Our streamlined
pre-sale and transition process identifies and prioritises
configuration adjustments to deliver optimal protection.

Web Filtering

Protect your business and increase staff
productivity by blocking access to malicious,
hacked, or inappropriate websites.
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types of traffic are shaped by the firewall.
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Anti-Virus Protection Intrusion Prevention
Remove viruses, analyse suspicious files Protect against the latest network
using the Cloud Sandbox, and apply botnet intrusions by detecting and blocking threats
protection to your network traffic. before they reach network devices.
Domain & IP Reputation Data Leak Prevention
The Fortinet distributed network of i :
; Prevent sensitive data such as credit card
threat sensors and collaborative global ) )
. numbers from leaving or entering your network.
sources proactively blocks attacks.
- . . . ™ - . ™
Web Application Firewall Deep Packet Inspection
Protect critical data and applications against Allows the inspection of encrypted secure
sophisticated threats such as SQL injection, web traffic to detect malicious content and
buffer overflows, file inclusions, and more. enforce policies at all layers to combat threats.
r— Create secure communications channels ] -;ev.- Business-critical applications are prioritised,
-ln between networks and allow remote users to -" ‘:-i increasing productivity and performance
safely connect using SSL-VPN and IP-SEC VPN. without compromising security.
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111 Load Balancing

Configure load balancing, HTTP
y Y multiplexing, and SSL offloading.

Traffic Shaping
x Configure policies to define how specific
/
-

Self Reporting & Management
Powerful reporting function can be configured
and scheduled to align with business and
regulatory compliance requirements.

Wireless and Switch Controller

..((.}) Integrated controller lets you add wireless
;. = interfaces (SSIDs) to your business WiFi
network and configure security features.

Get the facts about your network security: ask us about a

no-cost Cyber Threat Assessment for your business today!




